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Abstract

This white paper starts with a technical overview of Hyper-V and its components. The paper further presents a
detailed description of the various aspects of Hyper-V storage and their use cases.
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Introduction

Hyper-V is the next generation virtualization solution from Microsoft and clearly the product that is

meant to replace Micr osof tHygearYot uiasl tSheer voefrf i2c0i0abl. pTrhoed ut
wasoncec ode named HiipériVrisiadermaused to refer to both, a product, as well as a

collection of technologies. An extremely brief overview of the product features is presented in this

section whereas the rest of this document is dedicated to describing the technologies in general and the

storage technologies in particular.

Hyper-V virtualization supports

9 32 bit and 64 bitode executing within the partition aka virtualized environment

9 Each guespartition can have upgo 64GB RAM in the virtualized environment

1 Upto 4 CPU cores per gugstrtition

1 Integrated clustering support for high availability and quick migration of virtual machines from

one HyperV host to another

Volume Shadow Copy integration and snapshot disks for data protection

1 A new Virtual Device architecture that minimizes code patidfta I/O. This is described in
RSGFAET Ay GKAA LI LISN YR Hydee/BSEG2N] OF FEI KR

1 A standards based interface (WMI) for managing the various Virtual Machines

9 Support for advanced networking features such as \dL @i Network Load Balancing also
RSAONAOGSR Ay GKS Oypesvb/S g2 NI5KSYSEAE S5AKISEH S yLDI2 LIS N

9 Isolation of VMs from each other

=

The rest of this document focuses upon a technical description of the various components that
constitute Hyper-V.

Figure 1 provides an overview of Hyper-V and its various components.
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Figure 1: Hyper-V Architecture

The following sections describe each of the components depicted in Figure 1

Hyper-Visor

The Microsoft Hyper-V Hyper-Visor is a small amount of code running at the highest privilege level. It is

sometimes also referred to as a Type | or bare metal Hyper-Visor since it runs directly on top of the

hardware with no operating system between it and the hardware. In the Intel x86 terminology, the code
is running at level -1, meaning that is it even more privileged than operating systems, which run at ring
0. The Hyper-Visor requires 64 bit CPUs and also virtualization aware CPUs which specifically means

Intel VT and AMD-V technology.

The focus of the Hyper-Visor in this instance is on being an enabling technology that provides isolation

and scheduling services while managing the bare minimum amount of hardware. In particular, the
Hyper-V Hyper-Visor limits itself to managing

1 CPUY

9 Interrupt Controllers

I System timers

9 System physical address space

As will be described shortly, the parent partition manages the rest of the hardware (such as storage and

networking adapters) and required services.

The Windows Hyper-Visor is described in a freely available specification Hyper-Visor Functional
Specification (Reference 1)
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Partitions

A Hyper-V partition is a logical entity within which an operating system and its applications execute.
Hyper-V ensures that with a single exception, each partition is completely isolated. Hyper-V defines
three kinds of partitions

I Parent Partition
I Monitor Partition
9 Child Partition

These are described in the subsequent sections. The Hyper-Visor Functional Specification (Reference
1) describes APIs for partition management.

Parent Partition
A parent partition provides a humber of services to child partitions including:

1 Managing all physicalevices this is achieved by running the regular IHV provided device
drivers. This means that the parent partitidmesides other servicess involved in storage and
networking 1/0O services to child partitions.

I Handling hot add/removal of devices

1 Processor power management

While it may seem to be an overhead from a performance point of view to have the guest partitions
communicate with the parent partition for device I/O, there are positive aspects to this architecture from
a security point of view. The implemented architecture is better than one where the Hyper-Visor
handles all physical devices. That architecture would have a lot more code running at the highest
privilege level and significantly increase the security risk.

Monitor Partition

A monitor partition has full insight into a child partition e.g. access to memory within the child partition.

All Monitor partitions are parent partitions, but not all parent partitions may be monitor partitions. As of

date, Microsoft has only implemented a Monitor partition i.e. the parent partition does have insight into

the child partition. Monitor partitions are required for emulated devices e.g. an IDE boot device. Like

most Microsoft literature including PowerPoint decks and blogs, this document uses theterms A par ent
partitiono and fAMonitor partitionodo more or | ess inter

Child Partition

A child partition which is where a guest OS and its associated applications execute. The code running
inside a child partition is provided an illusion that it is executing on real physical hardware and has
exclusive access to physical devices.

VMBuUs

Recall the fable of the elephant being touched by multiple blind men. One touched the legs and thought
the elephant was like a tree. One touched the ears and thought an elephant was like a jellyfish, and so
on. Depending upon your point of view, VMBus can be a number of different things

1 A software bus driver that provides means to discover and enumerate devices and services
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A protocol for transferring data between twaffierent partitions

An user mode data transfer library typically used by a developer implementing a VSP
A kernel mode data transfer library

A protocol for managing guest physical addresses

=A =4 4 A

For the limited purposes of this document, the most important functionality provided by VMBuUS is the

inter-partition communication services. The VMBus is described in the Microsoft Hyper-Visor Functional
Specification (ReferencePalr)t iundoenr Cohmemuhne acdaitn go nfdl. n tl enrt
specificationdoesn ot use the term AVMBuso.

The VMBus component is implemented in the file VMBuUs.sys.

Integration Components

Integrations components (ICs) is a term used to describe a collection of services that enable a VM to
use synthetic devices (described later on within this document) and in general perform more efficiently,
Examples of ICs include:
1 VMBus the HyperVinter partition communication mechanism
Time Synchronization
Operating System shutdown
Registry updates
OS heartbeats
OS identification
Video, storage and network VSCs

= =4 -4 4 -8 -9

Microsoft will make ICs available for a limited set of operating systems. These are expected to include
Windows Server 2003, Windows Vista, and Windows XP. This is not a comprehensive list. Integration
Components are natively installed as part of Windows Server 2008.ICs may be installed in a number of
different ways:

f 'aAy3a KS a @Y 3 dzSs\SIEMROOTHSKINIR Siredtoyy (1 K S
9 Usingthe vmconnect (console gui) and select Actikinsert Integration Services Setup Disk
and then running the setup if required

Operating System Enlightenments

Windows Server 2008 is the first operating system from Microsoft that is Hyper-V aware. This means
that Windows Server 2008 behaves slightly differently when it detects the presence of Hyper-V as
opposed to running in the absence of Hyper-V. This code that behaves differently in the presence of
Hyper-V is called operating system enlightenment. Windows Server 2008 enlightenments are built into
the operating system.

Enlightenments are designed to optimize some operating system functions. One example of
enlightenment is performance oriented memory management. A data structure called a Translation
LookAside Buffer (TLB) is used to perform Virtual to Physical Address Translation. A guest partition
needs to periodically flush its TLB and while it can do so using emulated privileged instructions, this is
much more expensive than asking the Hyper-Visor to perform the required task.
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Another example of enlightenment is the code within a guest partition that uses Hyper-Visor calls when
it fails to acquire a spinlock. A spinlock is a synchronization mechanism and in the absence of the
enlightenment, CPU resources would be wasted. Instead, the Hyper-Visor can now suspend this virtual
CPU and schedule some other virtual CPU.

Enlightenments are implemented via API calls to the Hyper-Visor.

Hyper-V Virtual Device (VDev)

A virtual device is a software module that provides a means of an I/O path for a partition including the
means to configure the device. A VDev allows a single physical device attached to the primary partion
to be shared across multiple child partitions. Each partition enjoys the illusion that it has exclusive
access to the device. Virtual devices are very often packaged as a COM device and managed using a
WMI interface.

There are two different kinds of Virtual Devices in general:

I Emulated devicealso somémes called Core devices
9 Syntheticdevicesalso called Enlightened devices

Hyper-V Emulated Device

Hyper-V Emulated devices have been implemented by Microsoft for a variety of different devices.
Emulated devices have an identifiable physical counterpart that they are emulating. Hyper-V emulates
devices from circa 1997 to allows legacy operating systems to boot and function inside a child partition.
Each child partition has a vmwp.exe process and device emulation occurs within this process. The
emulated devices work by utilizing the native physical device driver running inside the child partition.
Emulated devices have a high overhead in terms of the amount of processing required to handle each
I/0O to/from the device, but emulated devices also provide a high degree of compatibility with existing
software.

Emulated devices are essential for a number of reasons:

1 As a bootstrap device that are available even while the operating system is still loading

i The only devices available in legacy and other operatyistems that do not have Integration
Components either installed or availablor example, a Windows Server 2003 OS running
inside a child partition may not yet have the ICs installed. Or a Windows 9X OS running inside
a child partition does not have amsyitable ICs to install.

Hyper-V ships with a limited number of emulated devices. These device configurations can be changed,
but the type of hardware being emulated cannot be changed. The emulated devices include

I S3 Trio Video Card

1 DEC 21140 network card

9 Intel 440 BX controller

Hyper-V Synthetic devices

Unlike emulated devices which have a physically identifiable counterpart, synthetic devices have no
physical counterpart. Synthetic devices present a VDEYV in the child partition and communicate with the
corresponding device in the parent partition. In particular, synthetic devices are implemented as a pair
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of software components, a Virtualization Service Consumer in the child partition and a Virtualization
Service Provider Component in the parent partition. For storage 1/O, the VSP is implemented by the
StorVSP kernel mode driver in the parent partition. Hyper-V synthetic devices are implemented using
abstract protocols to describe the 1/O.Microsoft has already implemented protocols for

1 SCSI, iSCSI
1 RNDS$
1 RDP

To describe this differently, Microsoft has implemented synthetic devices for

i Storage

1 Networking

i Video

1 USB

9 Multiple secondary guests can share the services

of a single hardware device

Synthetic devices are important because they offer a means of accomplishing I/O at a significantly
reduced overhead.

As an academic point, synthetic devices require only a parent partition and not a monitor partition.
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Figure 2 Device Manger showing emulated devices in guest partition

Figure 2 shows a screen shot of Device Manager running within a Windows Server 2003 environment
executing in a guest partition. Note the AMicrosoft \
Virtual Machine Bus Network Adapterodo devi ces.
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Virtualization Service Provider (VSP)

A Virtualization Service Provider is a component, typically running in a parent partition that handles 1/O
requests for a virtual device within a guest partition. A single VSP can handle multiple virtual devices
within one or more guest partitions. The VSP may be implemented as

91 A Windows Service

i A kernel mode driver

1 A COM object

A VSP handles I/O requests coming from the VDEYV in the guest partition and these I/O requests are
passed as appropriate to:

I Can pass I/O reqses on to native services like a file system
9 Can pass I/O requests directly to physical devices

Since this document is storage centric, it would be appropriate to examine the Hyper-V Storage VSP in
particular.

Parent HyperV Virtualization Stack Child
Worker Process
User Mode User Mode

Kernel Mode l
File System

Kemel Mode

Image Virtual Storage
Parser [——  Server (VSP)

File System

Virtual Storage
Miniport (VSC)

4

VM SRBs

VM Si

‘ VMBUS ‘

)
<@ Hardware

Figure 3 Storage VSP and VSC

Figure 3 shows the Storage VSP, also sometimes referred to as the Storage Server, in the parent
partition. The Storage VSP lower edge interacts with VMBUS and receives storage requests formatted
as SCSI Request Blocks (SRBs). At the other edge, the Storage VSP passes the requests to the Image
parser as appropriate. The image parser supports

1 VHD files
9 Pass through LUNs
I ISO images
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In general, a VSP interfaces with the VMBus at its lower edge and one or more existing Windows
interfaces at its other edge. For example, a VSP that is handling I/O to a VHD based store would use a
file system interface at the other end. So in theory, one could write a VSP by using the Windows Driver
Kit (WDK) and the Hyper-Visor specification. The Storage VSP is implemented in the file storvsp.sys

Virtualization Service Consumer (VSC)

A Virtualization Service Consumer is a component running in a child partition that helps provide the
functionality of a VDEV within that partition. A VSC is typically always at the bottom of an 1/O stack and
communicates with the VSP running in the parent partition via the VMBUS. To date, Microsoft has
written VSCs for a number of different Windows releases and a variety of devices as has XenSource for
the Linux platform running inside a Hyper-V child partition. These include, but are not limited to storage,
networking, and video VSCs.

In general, the lower edge of a VSC always interfaces with the VMBus. Recall that the relevant APIs
are described in the Hyper-Visor specification. The upper edge of a VSC typically interfaces to an
existing Windows interface such as a Port or Disk Class or Partition Manager interface.

In theory, it should be possible to write a VSC using the Windows Driver Kit (WDK) and the Hyper-Visor
specification. The devil may be in the details as always. The storage VSC is implemented in the file
storvsc.sys
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Hyper-V Parent Storage Choices

Hyper-V Parents can have the following different kinds of storage. Obviously, the emphasis is on

storage t

VHD file on Parent Partition presented as block storage to Child Partition

hat can be

fishar edo

WA

t h

a

c hi

d

partition.

With this choice, the guest partition block storage device is in reality, a vhd file, or strictly speaking, a
set of files within a volume on the parent partition. While Hyper-V does not require that the volume be
NTFS, best practices dictate that the volume be NTFS so that the vhd files may be accessible only to a

limited set of users.

VHD based storage is limited in terms of throughput. That is because all I/O goes through two complete
storage stacks, once in the child partition and once in the parent partition. This section limits itself to

describing only the

base VHD types.

Parent HyperV Virtualization Stack
Worker Process

Use

r Mode

Child

User Mode

Kern:

el Mode l

Image
Parser [

Virtual Storage
Server (VSP)

VM SRBs

File System

Virtual Storage
Miniport (VSC)

4

VM Si

Kemel Mode

VMBUS

Hardware

)
S

Figure 4 Storage stack in parent and child with VHD based storage

As shown in Figure 4, all /O goes through two complete storage stacks T 2 file systems, 2 volume
managers, 2 partition managers, 2 disk class drivers and 2 port drivers.

VHD based storage has the advantage of supporting Virtual machine based snapshots. Further, VHD
based storage offers the advantage of relatively easy migration of a VM from one Hyper-V based
machine to another. All that is needed is some VM configuration on the target server and a set of VHD
and associated files need to be copied. While this can take minutes, it is a relatively straightforward
operation and can even be automated.
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VHD Best practices

For workloads like SQL and Exchange, create multiple VHDs and place similar workloads on the same
VHD

Create one LUN per each VHD. This ensures that only a single type of workload occurs per LUN. This
also helps manage the VHDs via a product like System Center Virtual Machine Manager

Fixed Size VHDs

Fixed size VHDs offer the best performance among all the various types of VHDs. Part of the reason is
that the VHD file fragmentation is less, since the VHD is always pre-allocated. Another reason is that
the parent partition (NTFS) file system does not need to extend the VHD file and allocate blocks since
the file is a fixed predetermined size with all disk blocks pre-allocated.

One issue with fixed size VHDs is the potential unused disk space. Also, once the VHD has been filled
up, further write operations fail, even if the pool of block storage has plenty of free storage available.
Dynamically Expandable VHDs

Dynamically expandable VHDs are expanded by Hyper-V as needed. They occupy less storage as
compared to fixed size VHDs, but at the cost of a slower throughput.

Dynamically expandable VHDs fail writes when the VHD is fully expanded.

Flex VHD

Fixed size VHDs have a fixed length file size from the point of view of the file system. They also have a
fixed number of VHD blocks that are available to the virtual machine emulator. These VHD blocks are
pre-allocated and the VM emulator simply needs to write to them as needed.

Dynamically expandable VHDs start as a small file from the point of view of the file system and grow as
needed. From the point of view of the VM emulator, some extra effort is needed in terms of handling the
VHD data blocks while writing to the VHD file.

Flex VHDs (described and available as a free download at www.msftmvp.com ) appear to be fixed
sized VHDs from the point of view of the VM emulator, but are sparse files from the point of view of the
NTFS file system in the parent partition.

VHD file on NAS share presented as block storage to Child Partition

The VHD file can be on a network share that is mapped into the Hyper-V parent. This choice is likely to
result in a performance that is not as good as some of the other choices of storage outlined.

To be clear, only the VHD files and any associate snapshot files may be on the NAS share. The XML
configuration files that contain details such as number of NICs instantiated in the child, their types, their
MAC addresses and other such data are still stored in the Windows Server 2008 parent.

Obviously, this introduces some more elements within the network layer and also the NAS device,
where VHD file data may be cached and in some rare circumstances, the cached data may be lost.

When the NAS device is also running Windows Server 2008, the VHD file will be accessed using the
newer and potentially faster SMB2 protocol.

To get further details, look for the blogs by Jose Barreto on the Microsoft web site.
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Parent Partition Visible Pass Through LUN

In this case, a block storage device is mapped into the parent partition and then made directly available

to a guest partition.

There are multiple ways a block storage LUN can be made available to the parent partition

9 A block storage device attached to an IDE aalldr

9 A block storage device attached to a SCSI controller

9 A block storage device attached to the parent via a FC HBA and a FC SAN

9 A block storage device attached to the parent via an iSCSI SAN. For detailed instructions,
please refer to the iISCSI Initiatdsers Guide in Reference 2

Once the block storage device is visible to the parent partition, and it is offline within the parent

partition, it can be made available to the child partition using the Hyper-V Manager.
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Figure 51 Hyper-V Manager GUI showing a parent visible LUN being mapped to a child partition

Figure 5 shows the relevant Hyper-V Manager GUI mapping the LUN and making it available to the

child partition.

It is instructive to examine the I/O path from the child partition to the parent partition in these cases.
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Pass Through LUN I/O Path
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Figure 6 1/0 Path with Parent Visible pass through LUN

Figure 6 shows the I/O path for parent visible pass through LUNSs. In this case, the I/O traverses only
one file system, the one in the child partition. Figure 6 is correct in general for all cases, but could stand
some correction for the case where the pass through LUN is iSCSI. In this case, the parent partition
Storport Miniport would be an iSCSI miniport and it would communicate with the iISCSI target via a
network stack.

Pass through LUNSs offer a very high throughput simply because the amount of code executed is the
least. There is only one file system involved, the one in the guest partition. Note the sliver background
boxes in diagram 6. These denote the I/O path and note that the NTFS file system on the parent
partition is bypassed.

A Pass through LUN that is SAN attached to the parent partition can be easily migrated to a different
server using the appropriate SAN management techniques.

Pass through LUNs also offer an easy migration path between a virtualized and non virtualized
environment. For example, one can start with a SAN based LUN containing a SQL database that is
attached to a physical server running SQL Server. After preparing a Hyper-V based machine with SQL
Server running inside a guest VM, the SAN attached LUN can be moved to the SQL Server running
inside the guest partition. This scenario lends itself well to situations where one has only partially
virtualized the IT environment i some servers are virtualized, but the fail over servers are not yet
virtualized.

Non Visible Pass Through LUN

An iSCSI LUN can be mapped directly into the child partition and in this case, the storage LUN is not
visible to the parent at all.
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ISCSI 1/0O Path
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Figure 77 Simplified Block diagram of Parent Non visible LUN passed through to child

In this case, the parent partition is completely unaware that there is a storage device involved. All it
sees is network I/O. Figure 7 shows the I/O path for this scenario. Note that the network VSC and VSP
are involved here, rather than the Storage VSP/VSC.

This scenario is similar to parent partition visible pass through LUNs in that it lends itself well to moving
storage between servers that are a mix of virtualized and non virtualized servers.

iISCSI based storage LUNSs, if properly configured, stay associated with the child partition. Even when
the child partition is moved from one Hyper-V machine to another, no further management need be
done to have the iSCSI LUN move with it. As opposed to this, FC based LUNs need either NPIV or
some FC device management (zoning/masking) to move the LUN with the child partition from one
Hyper-V machine to another.
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