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Abstract

NTFS has been around for more than a decade, yet NTFS volume file fragmentation remains a relatively
mysterious and often misunderstood concept.

This document focuses on a very narrow subject i the best practices a developer can use to minimize
fragmentation while writing to a file.
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Introduction

File systems allocate space to store file data in units referred to as clusters. Fragmentation is a
term used to describe the situation in which a file is stored in multiple, disparate clusters, rather
than in neighboring, contiguous clusters.

Fragmentation can lead to reduced performance and throughput since the storage sub system
has to work harder to retrieve the file data when needed. Defragmentation solutions have been
developed by third parties as well as Microsoft and have evolved over the years in terms of
capabilities and features. An exhaustive review of defragmentation solutions is outside the scope
of this document, but one particular feature is relevant and worthwhile mentioning. As the
Microsoft Storage Team Blog (Reference 2) indicates, earlier defragmentation products from
Microsoft attempted to store files in one continuous run or extent. The Windows Vista (and
presumably higher versions of Windows) defragmenter from Microsoft attempts to store files in
contiguous runs of 64MB. If a file is large, the non contiguous clusters are not attempted to be
relocated as long as each run of clusters stores 64MB or more. The Microsoft storage team
believes this is a good balance between performance and the overheads of defragmentation. This
fact will be referred to later on within the dbest practicesésection of this document.

As described in the following sections, three different variations of a single program were written
to study defragmentation on a Windows Vista system. Presumably, the observations also apply to
other versions of Windows such as Windows Server 2008 and Windows Server 2003 as well as
Windows XP. The idea behind these programs is very simple:

1 FRagmentationoccurs when NTFS allocates volume clusters that areantiguous

1 Perhaps NTFS choice of cluster allocation can be influenced by some simple mechanism
that provides it more data

9 The goalis to find such a simple mechanism to provide NTFS more data so that it will
allocate clusters differently
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Writing to a file - Program v1

The first attempt to create a file and write some data to it is fairly straight forward. The program
effectively executes the following steps

1 Call APCreateFilgo create a file

1 Call APWriteFile in a loop to fill the file with desired datahe loop is executed 400
times and each pass through the loop issues a single 1024 byte WriteFile request.

1 CloseFile

Once the file is created, the next task is to inspect this one file and decide if it is fragmented or

not. For this purpose, thet o o | AConti g. ex eddmesin exmeem&8lyharndy (Nete nal s
that this tool needs to be run with administrator privileges on a Windows Vista system.) Here is a
screen shot of the resulting 400kb created file. Notice that the file is reported to be stored in 10
fragments
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IC:\Users\DilipN>contig.exe\contig.exe —a cfragl.txt

Contig vi.54 — Makes files contiguous
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ICz\Users\DilipN>

CreateFile
SetFilePointer to desired file size

SetEndOfFile

SetFilePaointerto beginning of file

WriteFile in a loop to fill the file with desired data —the loop is executed 400 times and each
passthroughthe logp Issuesa single 1024 byte WriteFile request.

* CloseFile

Hereis a screen shotthat shows the file is in 10 fragments
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While this particular program execution instance created 10 fragments, the exact number can
change depending upon a number of factors including, but not limited to:
1 The mode in whickhe file is opened

1 Whether the CreateFile API is opening a previously existing file and modifying it
creating a brand new file

1 The state of the volume including what files have been allocated and subsequently
deleted

1 The timing of the last volume @lmagmentation and its results
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It is worthwhile emphasizing two different points here:

1 lrrespective of how often this fragmentation behavior is reproducible and the fact that
the exact nature of the fragmentation can change, it is sufficient that such
fragmentation can occur.

1 Such fragmentation will lead to slower file access
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Writing to a file - Program v2

The second attempt to do the same operation follows some advice rendered on publicly available
web sites. To be fair, some of these recommendations were for previous versions of Windows

and the

author did not investigate whether the said suggestions indeed worked on those prior

versions of Windows and NTFS.

Here is a summary of the logic used in Program v2

1

=A =4 =4 =4

T

The maj

CreateFile

SetFilePointer to desired file size

SetEndOfFile

SetFilePointer to beginning of file

WriteFile in a loop to fill the file with desired datahe loop is executed 400 times and
each pass through thieop issues single 1024 byte WriteFile request.

Closele

or difference between Program v2 and Program v1 is that the v2 version uses the API

SetFilePointer. The implicit assumption is that the first SetFilePointer provides a hint to NTFS as
to what the desired file size is. This allows NTFS to choose the appropriate number of volume

clusters

and also ensure that they are non fragmented

Again, the resulting file is inspected using the Sysinternals tool Contig.exe.
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Alas, as the screen shot shows, the created file still has 10 discreet fragments. So the use of the
SetFilePointer API did not help, at least in this regard.

Further, as already stated, there is no guarantee that the results are reproducible. In other words,
executing the program multiple times may and probably will yield different results. You may get

10 fragments, fewer fragments, or more fragments depending upon a wide range of factors that
have been described in the preceding section.
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Writing to a file - Program v3

Perhaps the NTFS fragments the file because it does not have the required information when it is
allocating the volume clusters. If true, how can the proper information be provided?

One possible solution would be to issue a single 400kb write. This would mean the application
needs to deal with data records that size or do its own buffering. For transactional applications,
neither of these represent good choices, especially so if a transaction needs to be immediately
visible to other clients. An example of such a transaction would be an airline reservation system
where a client that books a seat needs to make that transaction visible to other clients.

Here is a summary of the logic used in program v3

1 CreateFile

SetFilePointer to desiredd size

SetEndOfFile

SetFileValidData

SetFilePointer to beginning of file

WriteFile in a loop to fill the file with desired datahe loop is executed 400 times and
each pass through the loop issues a single 1024 byte WriteFile request.

1 CloseFile

= =4 =4 4 =

Predictably, the resulting file was again inspected using the Sysinternals tool Contig.exe
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SetFilePointer to desired file size
SetEndOfFile

SetfilevalidData
SetFilePointer to beginning of file

WriteFile in a loop to fill the file with desired data —the loop is executed 400 times and
each passthroughthe loop issuesa single 1024 byte WriteFile request.

¢ CloseFile

Here is a screen shot of the created file Frag3.txt

and notice it is in a single contiguous fragment
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Unlike the previous attempts, Program v3 does result in an continuous file that is not fragmented.
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SetFileValidData — Pros and Cons

The API SetValidData was first introduced with Windows XP

The reader is strongly encouraged to study the official MSDN documentation in reference 5 and
thoroughly understand all the caveats mentioned.

To emphasize some of the caveats for SetFileValidData:

9 Use of SetFileValidData hsescurity implicationshat are described in Reference 5.
particular, there is danger that existing data, which has purportedly been deleted on
the volume may become accessible to users without proper authorization

1 Use of SetFileValidData has performamogplications that are described in Reference 5

9 This document proposes using SetFileValidData f@radifferentpurpose tha the
official MicrosoftMSDN documentatiosuggests it be used for.
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Best Practices

The recommendations for best practices are based upon a few assumptions

1 The Windows Cachdanager works well, but one of its key characteristics is that
experiments are not necessarily repeatable. Predicting what will be cached, and how
cached materiawill be flushed to disk whenecessarys had to predict and hard to
reproduce. This matters because NTFS presumably allocates volume clusters in
response to some of the cache flush requests.

9 The exact algorithm by which NTFS allocates volume clusters is undocumented and may
evolve from time to ime. The assumption is that the algorithm is efficient, provided it is
given sufficient information. Indeed, even this behavior appears to be non repeatable.
Executing a simple program that writes to a file resultaiarying amount of
fragmentation, as dscribed in this document and also referere

1 The recommendations are intended to avoid fragmentation at the cost of decreased
performance while writing to a file. The assumption is that the file is writteleds
often, and read more oftenhence optimizindor read performance is the desired goal.

With this background in mind, here are the recommended steps while creating a file or extending
an existing file to avoid fragmentation.

1 Provide NTFS sufficient information for it to intelligently allocate volahasters. This
can be done by ensurirtgat the NTFS knows how much more data it can expect to see.
Specifically, use SetFileValidData to provide NTFS this extra information

1 Extend the file in 64MBr largerchunks at a time. This will allow NTFS to store tharfile
multiple runs of clusters (also called extents) and each 64MB extent may or may not be
neighboring another one. In other words, use SetFilePointer to extend the file in 64MB
increments from the current end of file position and use SetFileValidDatawe NTFS
allocate the appropriate amount of volume clustersis is consistent with the
Microsoft Storage Team Blog (Reference 3) stating that a 64MB extent represents a
good compromiseOf course, do ensure that the file extended in unit multiples of the
NTFS cluster size.

1 Understand the risks of using SetFileValidggpecifically, thevzolume clusters have
random data on them including potentially sensitive information. Zero out this
information by writing to the allocated clusters.
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